
Device 
Protection 
& Security





Spam & Phishing 
Protection!
Stay clear of 
spammers and 
shady sites.



Automatically filter out spam 
and phishing messages and 
screen scam calls. Confidently 
browse the web knowing you’ll 
be warned if you visit an identified 
dangerous site.



Google Messages





Ongoing protection 
against malware
and bad apps.



All apps are analyzed before 
they’re available for download. 
And daily scans help disable 
Any malware and harmful apps 
found on your device.



Use Google Play Protect to help 
keep your apps safe & your data 
private
Google Play Protect checks your apps and devices for harmful behavior.
•It runs a safety check on apps from the Google Play Store before you download them.
•It checks your device for potentially harmful apps from other sources. These harmful 
apps are sometimes called malware.
•It warns you about potentially harmful apps.
•It may deactivate or remove harmful apps from your device.
•It warns you about detected apps that violate our Unwanted Software Policy by hiding or 
misrepresenting important information.
•It sends you privacy alerts about apps that can get user permissions to access your personal 
information, violating our Developer Policy.
•It may reset app permissions to protect your privacy on certain Android versions.
•It may prevent an application from being installed that is unverified and uses sensitive device 
permissions that are commonly targeted by scammers to commit financial fraud.

https://www.google.com/about/unwanted-software-policy.html
https://play.google.com/about/privacy-security-deception/


Verify your device certification 
status

1.Open the Google Play Store app   .
2.At the top right, tap the profile icon.
3.Tap Settings.
4.To check if your device is Play Protect certified, 
tap About



How to turn Google Play Protect on or off
Important: Google Play Protect is on by default, but you
can turn it off. For security, we recommend that you always 
keep Google Play Protect on.
1.Open the Google Play Store app .
2.At the top right, tap the profile icon.
3.Tap Play Protect Settings .
4.Turn Scan apps with Play Protect on or off.



Get security 
that’s constantly 
updated.



Stay safe online.
Google protects your account by 
encrypting your data and alerting 
you about suspicious logins. 
Google Password Manager helps 
keep your passwords safe and 2-step 
verification adds another layer of 
protection.




